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9T % U arEdr wew A qeE F “Ried IRA FF ¥ oaia UF Ugd g | TH g & -
TEE” AT fear = 2 |
2. I
2.1 = F OT s wew, “S-ava” T 29T FAAWT WAL, TRy Fyar i @t
TR & TTAl Al 2-He (S T80 T4 T FgT SITUIT) T THUATH & €9 § A Y qrasia®
AT FaeT AT T LT FLAT & |
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= % T Tl o T AT ST | 2t ' "aete & e Ao e, s e q o s w9t
q Haterd AT At arfHer SR | STTE| T SEIHTA Filsh HYHL ATELTFAT & A AN qF AThId JT
AT H/TAETHATel & i % ®F § Tga a7 Gl ¢ | ey Fwrdeen, S qeat ante & forw =T,
FATAAT, FrEas FT Th AT TIRTHAT SAMETT FT AT AT TFaT g (S 98T TAT S-S TATHT it
FHAT § LT AT |
2.3 9 gu yiAAfEEt aur vt sHArtat atgq A w69 9 9w & qH9r wrdwdist w1 uE
Y TSTE T8 gt 9gTE ¥ forar @ 8 |
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HIETEd TH, qATEr 7 ©219 a1fe) foar grar g | Fwe afasy & za8 3o § 99 #1 Serae oft anfae
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TN 22T T T Ul WHid & 419 § T@d U SeT 6T & Hgedqul & | 37d: T=a ITTETe Tihar Sa=r
T ST T FAATCHT BT & Tgd ITAH FilTs ST |

2.5  EfEa HATEI/EEEN AT TS ST S-9TE SSTaH hl TAAT FIA AT I TEAHTA & T
TroRaT ATHIETRG Fe & forT =& Fifd &7 7|aT aaw T g |

3. w9
3.1  HEAT & TE-YER & A saeE  forw q9 g afafatedy, st sEarat 6w andiy
AN T Tgd ST FA 6 o7 “S-TF0%" S| H ATIH SEdHIA AT ST Jhal g | T &l
HHETAT Thieaa, FITTd GaAdT, Jararear e s ot yase i 6 forg Seres T Seaare F &7 ¢ |
3.2  =TH 9T AT e FHATRAT ST AT At i v deo faifsed 7 gm & satear 9%
TEA TATMOT FLA %l STHAT T STATE g | TH 7L 0l L “S-HT" SeTad % AqRAqTH SETHIA & #hl STUT |
4, TIF

“X-qvE” & fRefred 7e® 2
4.1 32T HIEW
411 “S-HEE" | Feg TAT T A1 H T TR 7 TF Seldd g | = 1 307 2 F Aqa1 27 JUgh *
forT Zar d=mT it Rergar gt T E |
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UL e o % ST W AT He (8T HoATerd | g1 Asft STt
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HATAT
T Tt Y 75T w1 e MIuTae F My 7

BT gEg FEEE GEEE o F SUAT |EEaarE FeE s "o
SO T T o STaad Gt HaTard ToA/EH TST &5 TLH FIT HS{l AT
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IEEW

T SATh & “S-HA” 3T HIATSA ¥ I TAF TSI hd TATHT 6 [o7T TSI | ST AT ST |

4.2 2 HT TEAETA

937 7.0 ® Ioor@ TohU T AIMGEUEl % ATER Ha AT THUATH 9o & (70 G G 5-990% ST &l
TEAHT T |

4.2.1 AT ASET

(F)  UICAHAT § TH TAHT HHA AT g | HH FT STANT Fleh AT GATAT/ AT/ %
Ferfrea Freer stfesrrT v sfser faam s #ear € | R sfeerdt s sraere et #1 seqwra

Fh SETAH HI AT HL TRl g | THH THUH-UFHA Bl o 0 T TF G0 § TFh Jare 7y
FRFTT AT IT AT ek Tk TTATST it ST TRt ¢ |

(@)  UANTEHT Tg FEATHET FHAM o HAL Sl 6 (o7 [ (0 T0 F(Fedd? ¥ S aeaniza”
T Ao 21 | ATS Tl T =4 TaFed T F99 Fedl g af IH s HAZ/THUHUH Tl AsiT ST |

4.2.2 THUNTYH AT

5.
5.1

5.2

(F)  HAL TSI F THIT gl HETA AT ITTRT FHleh el ATerd TATTHT AT F THUHTE ST ST
qFRAT B |

(@) A T TeAF HAL A THUAUE HT GgA1 T AT F g1 92 b A1V 8 | Ufvernes &
U SUETE & TTALTT AT § ST Ared ATRET Hl ATTATT FHT AT AT AT T TAL 3T
THUHUY Fi §E4T, 9 T A 3 THUHU FT T, FUNa FFU U Fow AT THUHTH v
gfaerd mue e afe gerar & |

(M e ARHRTET B AT qF Gg O A A TqH STAN B Ggid & oy I
AT ITsE FLTAT SATUT |

T ATSUT & qF (FIE)

=fn 39w 5T T ST seeE

5.1.1 £-69% F N % €7 | o -9 IQ 99T 457

TF T o AT T T/ IUeTsg 2097 SO, ST 99 S & 9t g 1 o7 o | fofrw
9% foFerh A I =A< (A9 R Tere| & AT AT T SEeRT 29T e WY T Sugead & o
AT HLA Dl ATHTT GO |

5.1.2 E-dqh § Fael MIATS GEAT ATAT G (F1E $-A qaT 78Y)

THTE "HRws Tenr o 9% 7" we F foro o gt 1 v veuwue SoE, S -89
Tree 9% FATE oAt Stroar | we Rt Ferar stafer (15 7 30 foee) & |ry v sifgdia gg=m wrew
3T Ua ATt & =T | WATSe T7 L T SECHTA HY SATHITH AT ST |

AT I 5.1.1 3% 5.1.2 % o0 g=eT srerae 2 g YT w1 Y=o e o e S 3=  wee
= g ST AT 5.2 H Sarar AT E |

521 9@&HQ A :

(F) TF FATAA/TAAT/IST T ASA SATAHIL o0l TEATT ol 5, (oTH ST FT SAAAT FLed w00 qIaeT 37
Figww fRU SOT | U 9% AlSd AERT g ATWH 96 R ST Ud
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(usarid@nic.in/usarid@gov.in) 3 A ST srfermToE % |rer U qIierd dead 9% grHes F U
a7 STTOTT | e sAferaRT & Jafea By T wre | Mo yaTg g

(=)

TS TS/ ST &7 o ATH T F99 918 § T IT a7 &, AT hg TR o FHATL AT AT TLHT
F FUATL 7 FAsheT

AT T AT HaTed 15T 5T ST 61 T8 ST AT F AGAL FAiaed =Ll &
Tgd HATATI/TARI F AT — THHRT THeAT Fald HATAAT 6 (o0 THASHT AT 6 q1F FALT
THATSHT AT i -5 S 37 A1 forw waemrset gy s

TAeE/AaEAST T wErea/fEaa & I 't F oA - zEs "t/
FIATQE/FETad (AT | e ATi¥er g - ST 0T Sl WAl & o T=Eisiy #arer
% T AT UAATEHY ATy Y -8 A S Tt F ore waerder g B st

39 TSRfergT/Ame/sAtwATE, Sgr ATIFET T qearad 8, 77 =999 qataq gra-srsd 7+ &
STTORTT, ST STRTOET G & e frm Sten =rfew arfs g+t @94t qfe g & FaremT 9 @ &7
ITETHT & ST 94 36T ST 990

FHATL T ATH/ATATSA TEIL/E-H TdT T=AqT AT

ITFT T F7 oI F% avhr & a9 #Arei/EeEi) s Eaedi/Sar ST sqthnt §

T ST "Far ¥ 1 W # S Fad umersHiuasd (Meee) 9w & T S owwar &
THASH/THAST/THATEIAT 30T ST ZIT SETaT A=A FA F o0 Fafera warerai/ramn/arsat & a9t
et srferrTiat =1 "graar & forg srafera frar ST asar g 1

()

s fReifa awamafe F e =a qeadhe alfatE @ @ w7 F oo adt oo sie S

HATAAT T T /-0 5 AT A0 AT ST | o Tt =2 STI-3139 Heg & hqm ST, o 29
T T HATAAT & Tal @ 1% Hle Tod 999 HM, TH TR T a8 § NG 3T Uk 9T el gerad

g
5.2.2

5.3
5.3.1

9 gu viafafd & Ser ;A sreraw s

I gC ITAATEAT % wrHer | eTaE FT ST §9S qEE T (ATH TATVIST TAT), TSAFT TS 4
(THTAT/THUAHTY) gy (A arferst Avfy /i) T Irher (Sref/Ed/sid), T g v wv
qTH, T-H, AT §6qT F & § g1 Ghdr g |

HHE TAT 5T (THUSU/THUHT) 2T ATE =T a9 % o aemeet grr df=riE €9 9
Toe/fEramEeet T vre BT ST |

TeIF 15T | TS THATSAT T5F Har=e ST F SCariersrall T T=radi & qaT g1 Ired
Fh AT & forT JTEe AT A F:3 F forw Icavars g | |Jatea o7 § a3ft gaferg usiteat
e erfaranrdt srafera wgrEaT WaT 3 | 6Hs g/t /aauest F forw =T # qenw A ey
TATT LA T AT TGS TAT T ST THATSI H TAATSHT Tl ZIT AT ST |

TSI Fetare/THATSAT TAT S gLt TAT AT wrehtr fRawrai & Hatferg g=eT s F3 |
-9 T WA AT i 99

LRI FHATAT 3 FAATAT, ATLATT AWTRT FT AT "S-TT06" STTaH ToHH1ed 4 & (o7 TFH
e f&aT ST | S ST SArEdmel & 0 T&fdq w & Jaqar aa war som 5o
TATHAT 6 FAHTF TR=T SH AqTH, T S F FATar 3896 990 F Fafead Tawret & off i
AT ST | S-9F7 SeTed o J-A3HTT U I had vl oAl Hhl Toqmsd He il STTafd af
STTORMY ST HEhTET T8l o STETE AT3TE 1 26T 2 | SaTg & fory wa=g; 39T, arfere onfs |
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5.3.2 Tt TT T ToehTa Feh TATHRIT HERTE F AT ST THUHUS TS Fed o7 eraet Sgafa aqr

5.4
5.4.1

5.4.2

g | Rt foret off e 3| Tl T SAEeTe T HY AT g |
TALHT S-0¥9h A GIA o § g

e Trew afesrdy g o=ae F29 F oA, Hatdd WAt/ AT 9T e g 226w iy
TAT FLA o [0 ST UAATSHT Tl §o ST el & |

AT ATl HATAT & 1 g AT w2 & sraegsar g & o1 3o = 1 s 2 7 [RaiRa
FTHE H AT T g | TAATSHT Tt HATAF1/ TSAT 6 T ZFTele qTAT HT |

feoquft : saTea/ST F 2T SN T it ARG TR & ST |

5.5
5.5.1

552
5.5.3

554

6.0
6.1

6.2

22T F Jgar F1 TG

THATSHY T $-T79 I 7g AT FT F Faer 7T -84 99 &7 qiared 9697 of €1 o
ST |

U S-0 Td o (965 UH HIAT5d A6 Bl gl S2ae (AT STUAT |

S ATt 3 Tvrd e S-avrd Serae | onfie Ry ST € SR strenme v srfeard 2er hiee |
HEREIETIREARE

Tg ATHT Fe & 1w o AT9ree ST & e 9¢ A RAAT H 7L i TaUaud 90 ST 996 3 |
o forw fos e sfeas 2et fiee g |

$-qeqh 2149 TF TEA

qiRTeTd

TEA: 3H -0 SOTA Al AT adT A SR SART S Y HA HY THUHUE WS &
ST o & § THeATod har T g |

qTEe : HEAT /AT
qrew AfF=r : T8 FArer/fermr/asT g Fieaa AfaawrT Se7 aF Tg= 2 d F3 o
IcaLaTAT ST ¥ HAT TAT THUHTH AT o ToIT qTTEed g |

T AT FIHAT S

o THTAHAT FTATA, TAFITART 3 =T SNt o, S-avas: froms o uasmeeft 2ar &
TEAT & #I¥ 38 9¥ S0 X1 T & | TEITHAT HATAT, HioE, S eeldrs, AesHl 5-a7T
U 37 SISMT, TASATSHT SET STLFRT THAT ST T 3T THUHTH S & ToIT ATTEha g |

o HATAA/TAATTRTST FT A=A : de HATId SIHA F TATHAT ATETT HT I 1 AT &f SITUIAT |
IaTeewr & forw afa, e fover, sy g e forar BranT ¢ s g J§ o9
= Al * o 22T 39 gwa § et 5T g F7 HEney o st g s #wr gy
T ST T TF T @ |

o AISH ATHFT F Fad HATAT AT F TATFAT AT TF TY0T AT (Taare/feefe/uize)
YT ZHIT | SATHIH T AT ST SIAAIE & Tl 2 |

o I F HAL HATAAT TART Feifera worerdt & wafdr afva o sa% qearq dremsdT e
TOR/SISH, TASTEHT o SAqHIET | [ohAT SITUAT | RT3 37 Figel He? 3T THUauH o0 &
ST THRT 1 37T AT 227 (FEAr/arried/fReie #e) T 951 2 |

o T HATTA/TIST HT AAYTF B T FTFQUT TS F ITAN e % forg afra, SemEdrars an
Ik qeT T TEATHT AT T SAqHIET AT g
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6.3

o  THFE TAY F ATAFEY oI THFHH TAT HI AL AT T 3 | ST & {70 TFH F1 gL T
sie afzra a9t gav at=Et w7 Fo7 I T 2 |

o ZITAF SISAAIE A T ATATT Tt FATeH/FArsTT/aTsa 1 el &1 STusfy |
e &t fFfafy -

6.3.1 A ATIFTET MU http://sampark.gov.in 9% ST -7 qTge FT AT (F@/mEaa/die)

6.3.2

6.3.3
7.0
7.1

8.0
8.1

8.2

8.3

8.4

8.5

T THAT & | AR o (@G0 T2 TSl 3 LT 5-He 74T i.e. userid@nic.in/userid@gov.in
F qTHEE o & § g |

ATz T TiAaterd B SITua sfw qeiera =a=el & Aqare =0 T Tga ST il S[Tust | SfoerT &
TEHT AT S-THIH F AR Agarer § wfesrie B s |

ST T 1T 2T % S-Her Tat & fHEeor afgd yois arze % forw faawor gt dan i S |

22 % THHTS & g ATEE

T-AFI ST H TEIHTA Hh AT TIREHAT &l HAL A THUHTH A o o7 I A=ard g

o At et ® & ol v amee % siaeia srar g

o T & A=A srorar weartaa Hifa/fAor & getaa geEr

o < AT I[& FHTAT

o AN SITEHAT 0% FTA & Harerd AT

o TTSERT AT ATASIAF B § qohTel Aqrataat

o T oY ToaTY IS FT TEIHT e TLHIT & AT FIE ATHAT/FHTT F oNT qemshrsd 7
T ATTHET Hl AAL

o T TIEI HEURT § HATed AT qAqT oy

o  TEIA UST FA F [T qUTIAT | FETSHT T AT HATAT F TATEAT AEMT F (&< ot G o
qEHAT S |

o  NUHA/ALTAENATE T STTFT TWAT AT I 31T TS

o oW F forw et sraw AT gioa FA 3T SHE T@ETd it AN Srersdtars aga oY
FAT | SIEATEEIATE qVTF % or7 SSfEge Ired 2 it AR Fg= FOT | AT, 2T T ofg,
i A ¥, T @A Al T AN H GA(d FATAA/TSA/HT TS SASATST GIT dga a1
ST SEAEEEATS I FoTe § THUAUE i AW 6 (o0 srarems e, g @smag/asa/m=
T[S &5 AT THUHUE ATATHT o0l AT o (10 I ST asTel H ITIFT TTTLTT HT T 2|

T gEm

o S-FFT% % SeT WelX H AH[ TLhT FHATAT ST AT HeaT § AR ANl & q80

FEraor ZiT, TAfeT 7g Sf=ary g o a1 qar gHtaa #d & o aaieq [ sar fr=mm gf |

FThT SCT/AAAT T GLEAT 6 I T ATl ATAHIH a0l gRT 43%F AT T8 Saiq aq10 T0 =i

F STTETE TATCAT AT THIAAT 6 FATEIT T S-H7F & (S g ST &3 o |

T LT TEIAAT ST THATet o g "g=er SRt T Tohedis — a1 qET T6e o’ —

FTATHA" IT AALCET A ST UH/ASTHA/ATS20H 27001 FT FTATAT STUT |

THH TF SATTH TATEd AT FIEKH JAT AqAT e gt e qiera it S @t se/gaen

TRETI Ry F AET TS, TEATR, TATAATCHE AT [HEerr 39T aietgd g |

AT AT F & § "ated fFora=t & qwwed & v veeidy dame fFhar S o g6 St

T =T i e 3 forg araterss =9 T sr=me B s |

TSt FHTE, | a =
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MINISTRY OF COMMUNICATION AND INFORMATION TECHNOLOGY

(Department of Electronics and Information Technology)
NOTIFICATION
New Delhi, the 3rd December, 2015

Subject: Updation and Usage Policy for the Sampark Database (IT platform for Messages) Ver1.0

F.No. 3

(46)/2015-EG-I1.—1.0 Introduction

The IT platform for Messages is an initiative under the “Digital India” programme of the Government of India.
The initiative has been given the name ‘“‘e-Sampark”.

2.0 Objective

2.1

22

2.3

2.4

2.5

3.0 Impact
3.1

32

4.0 Components

The objective of ‘“e-Sampark”, the IT platform for Messages, is to create a provision for sending
informational and public service messages in the form of emails (referred to as a mailer subsequently)
and SMS to Elected representatives, Government employees and various categories of professionals.

The data will be sourced from Ministries/Departments and States across all tiers of the Government
framework — including Central Government, State / UT Governments and local bodies. The data will
also include information pertaining to various corporate, autonomous bodies and other organisations
under the government. Using the database the Government can reach out to people individually or in
groups/ sets of users depending on the requirement. Information, alerts, feedback for a programme,
policy drafts etc can be sent to a targeted user base thereby improving the efficiency of governance
and e-Governance efforts.

An extensive database of all functionaries of the Government at different levels including elected
representatives and government officials has already been created.

The e-Sampark database is highly sensitive as it contains the details (Name, email address, mobile
number, place of posting etc.) of all Government officials. In the near future it will also include the
database of professionals in the country. Keeping in the mind the critical nature of the data, security of
the data is important. Hence access to the database will be provided selectively with a due
authorisation process.

This policy has been drafted to identify a process for updating and usage of the e-Sampark database by
the respective Ministries/Departments and States.

The “e-Sampark™ database can be used extensively to reach elected representatives, Government
officials and Indian Citizens for various information dissemination purposes. The Government
envisages use of the database for diverse purposes like feedback, policy information, alerts etc.

As of today, in the absence of a central repository of all Government employees and Indian Citizens,
the ability to reach out to individuals is missing. This gap will be filled by the optimum use of the “e-
Sampark” Database.

“e-Sampark” has the following two components:

4.1 Data collection

4.1.1 e-Sampark has a database of the entire Government, both at the Centre and State. The data
structure for collection of data I as per figure 1 and 2 indicated below.
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Central

Ministry

(As per work Allocation Rules)

Department Attached Office psy Autonomous Other
Bodies Institutions

The master list under each head above would be sent by the respective Ministries
Figure1

State/UT

State/UT

Ministry
Based On State work allocation rules of respective states

Department Attchad OFfes PSU Autonomous

Nedics Other Institutions

The list under each head above would be sent by the respective state/UT Govts.

Figure 2
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5.0

The email and mobile number for each individual are updated in the module for each registered user.
4.2 Data Usage

e-Sampark Data will be used by the Government to send mailers and SMS, as per the criteria mentioned in para
7.0.

4.2.1 Sending a Mailer

(a) The application has a user console. Using the console, access can be given to the identified nodal
officer of each Ministry/Department/State. The assigned officer can update the database using the bulk
upload feature which allows bulk uploading through MS-Excel files or individually updating one entry
at a time.

(b) NIC will ensure that the software designed for sending the mailers will have the option to
“unsubscribe:. If a user chooses to this option, he will not be sent any mailer/SMS.

4.2.2 Sending a SMS
(a) Similar to sending a mailer, SMS can be sent to a target user-base using the console.

(b) Each mailer and SMS that is sent is identified as a campaign. The application has a provision of a
dashboard that shows the nodal officer the analytics of the campaign i.e. number of mailers and SMS
sent, percentage read, percentage of forwards, URL clicks etc.

(c) Nodal officers will be provided a user manual for accessing the database and its method of usage.
Modes of Data Updation
51 Self-Updation of data by Individuals
5.1.1 Member with an email address entered as part of e-Sampark

A link will be provided in a mailer which will be sent out to all members of the Sampark database. Clicking on
the link will allow the individual to view his / her data retrieved from the database and update it appropriately.

5.1.2 Member with only a mobile number in e-Sampark (no email address)

e-Sampark will send out an SMS to all the members to login at the “modify info” link which will be created on
the e-Sampark portal. Access would be done using the mobile number as a unique identifier and an OTP (one
time password) with a defined validity (15-30 minutes).

The form displayed to the user for updating information for both para 5.1.1 and 5.1.2 will be the same as
explained under para 5.2 below.

5.2 Updation of data by respective Ministries/Departments/State
5.2.1 Government Employees:

(a) Each Ministry/Department/State will identify a nodal officer who will be granted privileges to
update the database. Access of the nodal officer to the portal will be with the nodal officer’s
government email address (userid@nic.in /userid@gov.in) and password over a secure network with
OTP based authentication. The form displayed to the nodal officer will have the following flow:

®  Choice of Central Govt employee or State government employee, in case of the latter
selection of the State / UT name

® Names of Ministries / Departments as per the work-allocation orders as per the gazette
notification issued by Gol or the respective state — this would be coordinated by the NIC
HQ e-Sampark team for central ministries working with the ministry HOGs and the SIOs
for the States

®  Names of organizations within the ministry / department obtained from the ministry /
dept / state — this will include societies / corporations / autonomous bodies / other
institutions — this would be coordinated by the NIC HQ e-Sampark team for central
ministries working with the ministry HOGs and the SIOs for the States

®  Selection of district / city / town / block / village in which the official is headquartered
from respective drop-down menus which should be populated from the census list so that
there is no chance of spelling errors etc, leading to better targeting

®  Updating of the employee name / mobile number / email address
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®  Save and submit
(b) The above process can be performed from all central ministries / institutions / state secretariats /
districts and blocks. Access to the database will be over NICNET only. HoGs / HoDs / SIOs and DIOs
can be instructed to assist all nodal officers of the respective Ministries/ departments/States to update
the database.

(c) A letter / email instruction will be sent to all states and central ministries to get this sanitization
activity completed in a defined time period. Since all the selections would be from drop down menus,
there is no possibility of someone making a wrong selection thereby ensuring totally structured and
uniform data.

5.2.2 Updation of data of Elected Representative

5.3
5.3.1

53.2

54
54.2

5.4.3

5.5

5.5.2
553
554

5.5.5

6.0

In case of elected representatives, the structure of the database can be MP (LS/RS), State / UT (MLA/MLC),
Urban (Municipality class i/ii/iii) and rural (ZP/BP/GP), name of elected representative, email, mobile number.

The Parliament and State (MLA/MLC) database will be formally obtained from the parliament/Legislatures by
NIC to populate the master lists

The NIC SIO in each State will be responsible for creating the master lists for the states by obtaining master
data of municipalities and panchayats from the State Election Commission. All concerned agencies and officers
in the respective State will provide the required support. The correction or the population of the data for MPs /
MLAs / MLCs will be carried out by the NIC cell in Parliament and the respective SIO.

The district collectors / SIO and DIO will be responsible for updating the information pertaining to urban and
rural local bodies.

Indian Citizen Access to e-Sampark

In addition to Government officials, Indian citizens will also be given an option to subscribe to the “e-Sampark”
database. The form displayed to a non-government user will be created accordingly which will capture the
user’s profession, in addition to his personal credentials like name, location etc. A non-government subscriber
of the e-Sampark database will be allowed to subscribe to only those lists that are part of a MyGov task as per
the Government initiatives. For instance Clean Ganga, Girl Child, etc.

By subscribing to a list, a user gives his/her consent to receive mailers and SMS from the Government. The
user can unsubscribe from the list at any time.

Bulk modification by NIC e-Sampark Cell

In addition to updating by the identified nodal officer, Data can be sent by the respective Ministry/Department
and State to NIC Sampark cell for updating the database.

The concerned sending organisation needs to ensure that data is sent in the format prescribed in Figure 1 and 2
above. NIC will share the template with all Ministries / States.

Note: Data download by any Ministry/State will not be allowed.

Data validation

The e-Sampark cell of NIC would ensure that only unique email addresses and mobile numbers are stored.
One mobile number would be updated against one email address only

Aadhaar numbers of the individual whose contact details are included in the e-Sampark database would be a
desirable but not a mandatory data field.

Pin Code would be a mandatory data field to ensure that mailers and SMS can be sent to individuals based on
specific locations.

Access to the e-Sampark Database

6.1 Definitions:

Access: is defined as a provision to update the e-sampark database and to send mailers and SMS to the
identified user base.

Site: Ministry/Department/State.
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6.2

Nodal Officer: The official identified by each Ministry / Department / State who would be responsible for the
data access and would be authorised to send mailers and SMS.

Who can access:

PMO, DeitY, e-Sampark PMU and NIC are the custodians of the data and have full access to the same. PMO,
Secretary DeitY, OIC e-Sampark PMU and DG, NIC shall be authorised to send mailers and SMS as deemed
appropriate

Secretary of a Ministry/Department/State: View Access will be given to the user base of the respective domain
only. For instance, the Secretary School Education Gol can view the data for the School Education department
and associated organisations in the Central Government, while the School Education Secretary of the State
Government will be able to view the relevant data for his / her State only.

Nodal officer will have full Access (upload/delete/edit) to the user base of that respective site only. Access does
not imply data download.

Inter-ministerial usage of the data is subject to approval by respective Secretary of the concerned Ministries
followed by approval from OIC e-Sampark PMU / DG, NIC. Usage implies sending mailers and SMS only and
does not imply (view/edit/delete of data of other Ministries.

Usage of the entire database, if required by a Central Ministry/State will require the approval of Secretary
DeitY, or his designate.

Equivalent levels can send mailers to equivalent levels. For instance a Minister can send to other Ministers and
Secretaries to all other Secretaries.

Database download will not be allowed by any Ministry / Department / State.

6.3 Mechanism of Access:

7.0

6.3.1 The Nodal officer can access (view/update/delete) the e-Sampark site by going to the URL
https://sampark.gov.in. The login credentials will be the user-id and password of the Government email
address i.e.userid @nic.in /userid @ gov.in.

6.3.2 The site will be restricted and access will be over secure channels only. Mode of access will be defined
in the access manual of e-Sampark.

6.3.3 Distribution lists will be created for each site with details of email addresses of the updated data.
Criteria for usage of Data

7.1 For sending Mailers and SMS to the target user base using the e-Sampark database, it is mandatory
for the subject to fall under any one of the following criteria :

® Information pertains to an existent or proposed policy / decision of the Government
®  Launch of new schemes

®  Issue related to initiate Citizen awareness

®  Urgent alerts in national or public interest

®  Mailers to citizens who subscribe to an issue / task within the Government using any Government
portal

®  Government updates and outcomes related to Global interactions

®  Greetings for generating good will. Greetings can be sent within the user base of the respective
Ministry only.

®  Any other criteria as deemed appropriate by PMO / DeitY
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8.0

®  DeitY will bear the costs of creating and maintaining the IT infrastructure for e-Sampark. DeitY
will also bear the cost for obtaining bandwidth for Sampark. However, costs incurred on account
of data-entry etc, if any, will be borne by the concerned Ministry / State / UT / organisation. DeitY
will make provisions in its Budget for cost of SMS. However, Ministries / States / UTs may also
make appropriate provisions in their IEC budgets for the cost of SMS campaigns.

Data Security

8.1 Since the data repository of e-Sampark will contain contact details of all Government employees and a large
number of Indian Citizens, it is imperative that adequate controls are in place to ensure data security.

8.2 In order to safeguard the personal data/information the deployment of e-Sampark shall emphasize on
implementation of reasonable security practices as intended under Section 43A and Rules therein of the IT Act.

8.3 This security practices and procedures would follow the International Standard IS/ISO/IEC 27001 on
"Information Technology - Security technique - Information Security Management System - Requirements”

8.4 This would include a comprehensive documented security program and policies that contain managerial,
technical, operational and physical security control measures commensurate with data/information asset being
protected.

8.5 A SOP will be prepared in consultation with the relevant experts in the field of Information Security and
will be periodically updated to incorporate technological developments.

RAJIV KUMAR, Jt. Secy.
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